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a b s t r a c t 

Mobile devices have brought a great convenience to us these years, which allow the users to enjoy the 

anytime and anywhere various applications such as the online shopping, Internet banking, navigation and 

mobile media. While the users enjoy the convenience and flexibility of the ”Go Mobile” trend, their sen- 

sitive private information (e.g., name and credit card number) on the mobile devices could be disclosed. 

An adversary could access the sensitive private information stored on the mobile device by unlocking 

the mobile devices. Moreover, the user’s mobile services and applications are all exposed to security 

threats. For example, the adversary could utilize the user’s mobile device to conduct non-permitted ac- 

tions (e.g., making online transactions and installing malwares). The authentication on mobile devices 

plays a significant role to protect the user’s sensitive information on mobile devices and prevent any 

non-permitted access to the mobile devices. This paper surveys the existing authentication methods on 

mobile devices. In particular, based on the basic authentication metrics (i.e., knowledge, ownership and 

biometrics) used in existing mobile authentication methods, we categorize them into four categories, in- 

cluding the knowledge-based authentication (e.g., passwords and lock patterns), physiological biometric- 

based authentication (e.g., fingerprint and iris), behavioral biometrics-based authentication (e.g., gait and 

hand gesture), and two/multi-factor authentication. We compare the usability and security level of the 

existing authentication approaches among these categories. Moreover, we review the existing attacks to 

these authentication approaches to reveal their vulnerabilities. The paper points out that the trend of the 

authentication on mobile devices would be the multi-factor authentication, which determines the user’s 

identity using the integration (not the simple combination) of more than one authentication metrics. 

For example, the user’s behavior biometrics (e.g., keystroke dynamics) could be extracted simultaneously 

when he/she inputs the knowledge-based secrets (e.g., PIN), which can provide the enhanced authentica- 

tion as well as sparing the user’s trouble to conduct multiple inputs for different authentication metrics. 

© 2020 Elsevier B.V. All rights reserved. 
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. Introduction 

The convenience of mobile devices, such as smartphones and

martwatches, has greatly stimulated the growth of the mobile

ndustry these years. Recent mobile marketing statistics estimate

hat the number of mobile phone users will reach 4.78 billion in

020 [1] . While the mobile device users enjoy the great conve-

ience brought by the mobile devices, the significant security con-

erns have been raised from the pervasive usage of mobile de-

ices and mobile applications because they have full accesses to

he users’ sensitive information (e.g., demographics, locations, pho-
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os, and contact list). Therefore, most mobile devices and mobile

pplications usually employ the user authentication techniques to

erify the users’ identities before allowing them to perform further

perations. 

While there are existing surveys on the user authentications, a

ew and comprehensive survey of the user authentication on mo-

ile devices is still highly demanded due to the following reasons.

irst, the surveys on the knowledge-based authentication and

raphic-based authentication [2,3] are all over ten years old, while

he existing surveys reviewing the user authentication on mobile

evices [4–7] only focus on one category of the mobile authen-

ication, such as the biometric-based authentication category [4] ,

ehavioral biometric authentication [5] or touch/keystroke dynam-

cs authentication [6,7] . Second, many new authentication methods

ased on newly developed mobile sensing technologies have not

een reviewed especially for the behavioral biometric-based and
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Fig. 1. The four authentication categories and the general authentication model. 
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t  
multi-factor authentication categories. One recent survey [8] re-

viewed the traditional methods (i.e., PIN/password, pattern) and

the biometric-based methods (i.e., fingerprint, voice, and iris)

on Android devices. However, this survey only analyzed a small

portion of the authentication mechanisms and did not cover the

emerging mobile authentication methods that utilize behavioral

biometrics or multiple authentication metrics. Third, the authen-

tication methods reviewed by the existing surveys need to be

re-examined since adversaries have developed new attacks target-

ing these authentication systems theses year. Thus, it is desirable

to put all these major mobile authentication categories together

and provide a comprehensive study and systematical comparison. 

To provide a more comprehensive study on all of these au-

thentication methods, this paper compares various mobile authen-

tication methods base on the types of identity information used

for authentication. In general, the identity information used for

authentication belongs to one or more of three basic authen-

tication metrics: 1) knowledge (e.g., passwords and unlock pat-

terns), 2) biometrics (e.g., fingerprints and retinas), and 3) own-

ership (e.g., software token and the mobile device itself), which

correspond to three essential questions widely used for identity

check: 1) what you know , 2) what you have , and 3) what you

are [9] . Based on the authentication metrics corresponding to the

mobile authentication methods, we systematically separate them

into four categories, namely knowledge-based authentication, physi-

ological biometrics-based authentication, behavioral biometrics-based

authentication , and two/multi-factor authentication . Fig. 1 illustrates

the relationship between the four categories and the three au-

thentication metrics. Note that, due to its low-security strength

(e.g., easy to be stolen or forged), the ownership factor is seldom

used alone in mobile authentication and usually combined with

other authentication metrics (e.g., the knowledge-based factor) to

provide two/multi-factor authentication. The taxonomy of the four

categories of mobile authentication methods reviewed by the pa-

per is shown in Fig. 2 . 

Knowledge-based Authentication is the most popular method for

verifying the user on mobile devices since it is a legacy from tra-

ditional user authentication and has obtained a large user base in

a long history. It uses the knowledge (e.g., a sequence of digits or

letters) that is secret to only the user and system as the identity-

related information for authentication. The knowledge-based secret

can be text-based (e.g., digit PINs and alphanumerical passwords)

or graphic-based (e.g., lock pattern [10] and secret click points on

pictures [11] ). A user could simply input such secrets through the

touch screen of a mobile device to verify the identity during the
uthentication. Though the knowledge-based authentication is rel-

tively easy to use and has a wide deployment, they suffer from

he knowledge leakage and the knowledge theft. Because anyone

ho knows such a secret could pass the authentication, there are a

ariety of studies investigating the threats of the knowledge-based

uthentication. Existing studies show that an adversary is able to

irectly steal the secrets by shoulder-surfing the user’s secret in-

ut or tracking the user’s finger smudges [12] left on the touch

creen. Moreover, many studies show that the knowledge-based

ecrets can be leaked from various side channels (e.g., system tim-

ng information [13] , motion sensors [14] and wireless signals [15] )

n the mobile device, which could be used to infer the secret in-

ut by capturing the hand movement dynamics. Because of these

hreats, the authentication based on knowledge is now not suffi-

ient to verify the user. 

Physiological Biometrics-based Authentication has been deployed

n many mobile devices in addition to the knowledge-based au-

hentication. Compared with the knowledge-based authentication,

he physiological biometrics-based authentication is more conve-

ient (i.e., no need to memorize secret codes) and more secure

i.e., harder to be stolen), because it exploits the unique human

iometric characteristics (e.g., fingerprints, iris patterns, hand ge-

metry, and face contour) that are inherent in users’ body parts

or authentication. However, to capture the biometric characteris-

ics from users’ body parts, mobile devices usually need to use

edicated sensors, for instance, the capacitive fingerprint scan-

er [16] and depth camera [17] on iPhones and the iris reader on

amsung smartphones [18] . Such dedicated sensors are expensive

nd only exist in high-end mobile devices, which limits the pop-

larity of such physiological biometric-based authentication meth-

ds in practice. Existing studies [19–21] have shown that it is pos-

ible to use the readily-available cameras in mobile devices to cap-

ure physiological biometrics (e.g., fingerprint, eye and ear) for user

uthentication. While the approaches seem practical, the reliability

f these systems based on regular cameras is relatively lower than

hose using dedicated sensors. Moreover, existing work [12,22–

4] shows that attackers can forge the user’s physiological biomet-

ic information (e.g., fingerprint and face) to fool the system. Since

hysiological biometrics are impossible to change, if such informa-

ion is lost to the attacker, the physiological biometric-based au-

hentication is permanently insecure. Therefore, many mobile users

re resistant to using their physiological biometrics for authentica-

ion. 

Behavioral Biometrics-based Authentication has drawn many at-

entions these years. It exploits the behavioral biometrics that cap-
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Fig. 2. The taxonomy of user authentication approaches for mobile devices. 
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t  

t  

k  

b  
ures the user’s unique behavioral characteristics or habits for au-

hentication. For example, when the user is tapping or swiping

n the touch screen, the finger movements exhibit a unique be-

avioral pattern that can be used for authentication [25,26] . Sim-

larly, walking and speaking also result in unique gait and voice

atterns that can be utilized to distinguish users. Generally, behav-

oral biometrics-based authentication is more acceptable to users

han physiological biometrics-based authentication. This is because

ehavioral biometrics are less private information compared to

he unchanged body traits, and the users are less resistant to us-

ng them. Furthermore, they can be easily obtained by using the

eadily available and low-cost sensors on mobile devices (e.g., ac-

elerometer, touch screen, and microphone). Besides, behavioral

iometrics can be extracted from the user’s daily activities in a

on-intrusive manner. It further facilitates the continuous user au-

hentication that requires the user to provide his/her identity proof

eriodically and enables a variety of applications that demands

ong-term protections. However, the embedded sensors on mobile

evices such as the motion sensors suffer from the low sampling

ates and the low fidelity, which often causes a high false rejection

ate and low reliability. Thus, the existing studies mainly focus on

mproving the reliability of such systems and reducing the false

ejection rate. In addition, we analyze the security strength of the

uch authentication methods and find that an adversary might im-

tate the user’s behavior to pass the behavioral biometrics-based

uthentication. 

Two/multi-factor Authentication usually combines two or more

uthentication metrics to provide more secure authentication than

sing a single factor. For example, the authentication system may

sk the user to provide multiple biometrics such as fingerprint,

ace ID and voice to pass the authentication. Moreover, the system

ould require the user to input both the secret knowledge and the

iometric information one by one in the verification phase. While

n adversary needs to take more effort to break multiple authen-

ication metrics, the user also has to conduct multiple inputs to

erify the identity, which is less convenient than the single-factor

uthentication. For example, it is tedious to take a front photo for

 face ID, press a thumb on a fingerprint scanner and enter a pass-

ord on the touch screen to unlock the phone every time. Differ-

ntly, the ownership factor (e.g., software token or the hardware

dentifiers such as the MAC address), though provides a low se-

urity strength if used as a single factor authentication, is easy to

e combined with the knowledge-based factor or the biometrics-

ased factor to provide two-factor authentication without decreas-

ng the convenience of the authentication process. But the en-

anced security strength is still limited. For example, an adver-

ary could present the user’s ownership by forging the software or

ardware token and at the same time input the stolen knowledge-

ased secret or biometric information to pass the authentication.

o further improve the security strength of the two/multi-factor

uthentication systems, we introduce the several latest authentica-

ion techniques, which integrate the multiple authentication met-
ics rather than naively combining these factors to verify the user.

or example, the user’s physiological and behavioral biometrics can

e captured from the signature when the user signs on the touch

creen of the mobile device. The biometrics (e.g., pressure and

igning speed) are then integrated with the graphic-based secret

e.g., signature shape) together, which causes an adversary hard to

ulfill all these authentication metrics simultaneously to break the

ystem. We envision that the future trend of user authentication

n mobile devices is towards the two/multi-factor authentication

y fusing the multiple authentication metrics organically. 

This paper conducts both inter-category and intra-category

omparisons of the existing mobile authentication methods and

nalyzes their usability and security strength. More than reviewing

he mobile authentication methods, we analyze the vulnerabilities

f the reviewed methods and further review the attacks targeting

hem. By reviewing such attacks, this paper provides more insights

or designing more secure authentication systems. Moreover, based

n the advantages and disadvantages found through the systemat-

cal study, this paper predicts the future trend of mobile authenti-

ation, which aims at fusing (not simply combining) multiple au-

hentication metrics to benefit both the security strength and us-

bility. 

The structure of this paper is as follows: Section II introduces

he design criteria and the attack models of the user authentication

n mobile devices. The next four sections review the existing au-

hentication techniques in four categories, including three single-

actor authentication categories and the two/multi-factor authen-

ication category. In particular, Section III reviews the existing ap-

roaches of the knowledge-based authentication and the attacks

argeting at such authentications. Section IV and V introduce the

arious user authentication methods based on the physiological

iometrics and the behavioral biometrics, as well as their usability

nd security strength. The traditional and new two/multi-factor au-

hentication approaches on mobile devices are introduced in Sec-

ion VI and their usability and the potential threats are discussed.

e analyze the development of mobile authentication mechanisms

nd point out their future trend in Section VII. We conclude the

opic in Section VIII. 

. Background of user authentication on mobile devices and 

ttack model 

.1. Mobile sensing technologies for convenient user authentication 

Different from the traditional user authentication on comput-

rs, the mobile user authentication mainly leverages the various

mbedded sensors in the mobile devices to capture the unique

dentity information for verifying the users. The touchscreen is

he most frequently used sensor on mobile devices for getting

he user input for authentication. It has been widely used for the

nowledge-based authentication methods. For example, the mo-

ile devices usually provide the users with the option to enter
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Fig. 3. Usability and security strength comparison of various authentication approaches on mobile devices. 
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PINs, passwords or lock patterns on the touch screen for user

verification. The camera is usually used to capture human faces

or iris patterns for physiological biometrics-based authentication.

Similarly, the fingerprint scanner is deployed in some mobile de-

vices to read the user’s fingerprint for convenient physiological

biometrics-based authentication. Recently, the motion sensors (e.g.,

accelerometer and gyroscope) and wireless communication inter-

faces (e.g., WiFi and Bluetooth) are shown to be capable of cap-

turing users’ unique behavioral patterns, which facilitate the be-

havioral biometrics-based authentication. Besides, the microphone

in mobile devices can capture the acoustic sound at a high sam-

pling rate (e.g., 8kHz, 44.1kHz), which provides rich information

of the human voices to enable the authentication based on voice.

Overall, the various sensing technologies available in mobile de-

vices provide great flexibility and convenience for the user to ver-

ify him/herself. 

2.2. Design criteria of user authentication on mobile devices 

Designing a user authentication approach on mobile devices

needs to consider both the security strength and the usability. As

the adversary attempts to access the system by either stealing or

forging the legitimate user’s identity information, it is essential to

develop the authentication methods that are robust against the

various attacks. The security strength describes how well the au-

thentication methods can protect the system from the attacks and

prevent the unauthorized users, either intentionally or acciden-

tally. The usability indicates how convenient that an authentica-

tion method is to users, which also suggests whether the method

is practical for real use cases or not. To evaluate the usability, we

consider following aspects: 1) the compatibility of the authenti-

cation method in different model of mobile devices; 2) the cost

in terms of limited resources of mobile devices (i.e., computing

power and battery); 3) the user-friendliness; 4) the robustness to

dynamic environmental interference (e.g., ambient light and acous-

tic noises). Usually, there are trade-offs between usability and se-

curity strength in user authentication. Fig. 3 compares the security
nd usability among the different mobile user authentication cat-

gories. For example, the graphical passwords (e.g., lock patterns)

re easier to memorize than the long alphanumerical passwords

ut may show the lower security due to the relatively smaller

assword space. The physiological biometrics show higher security

evels compared to knowledge-based secrets, but they requrie ded-

cated hardware to capture the user’s unique body traits, which

eads to higher costs. The behavioral biometrics-based authenti-

ations reduce such costs by leveraging the widely available sen-

ors (e.g., motion sensors and microphones) embedded on the mo-

ile devices, but their authentication performances are limited by

he low sensor fidelity and noises. The multi-factor authentication

reatly improves the security, but how to get the multiple factors

rom the user conveniently and fast during authentication is a sig-

ificant usability problem. In this paper, we review the existing

tudies from both the security and usability and aim to provide

 comprehensive picture of user authentication on mobile devices

y analyzing the trade-offs. 

.3. Attack models 

The main goal of an attacker is to gain access to users’ private

nformation or conduct non-permitted actions by taking control of

obile devices, which are protected by authentication systems. To

chieve this goal, the attacker needs to either pass the authentica-

ion system using the user’s identity information or refer to other

echniques to bypass the authentication process (e.g., hacking the

atabase in the remote server or intercepting data transmission).

n this paper, we assume the attacker cannot bypass the authen-

ication process in any way and focus on reviewing the various

uthentication methods and corresponding adversarial techniques

hat are threats to them. We summarize the major methods an ad-

ersary could leverage to obtain a user’s identity-related informa-

ion and pass the authentication: 

Brutal-force and Guessing Attacks. Basically, brutal-force at-

acks are to try a large number of identity-related information for

he required authentication metrics (e.g., passwords, fingerprints,
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(  
nd mobile device physical addresses) for passing the authentica-

ion. Such exhaustive methods are usually costly in the form of

omputing power and time. Guessing attacks are a type of oppor-

unistic attacks. For example, the attacker could randomly pick up

 password or rely on a dictionary [27] to try a bunch of pass-

ords. Such attacks usually show low success rates, because the

dversary knows nothing about the user’s identity related infor-

ation. 

Observation Attacks. The attacker launches observation attacks

y using the visual sensing technologies (e.g., video recording

nd photo shooting) or simply human vision (e.g., shoulder surf-

ng [28] ) to peep at the legitimate users’ authentication process.

he observation result directly leads to obtaining the user’s iden-

ity information (e.g., PIN/password) for passing the authentication.

he knowledge-based authentication and the biometrics-based au-

hentication are usually vulnerable to such attacks. An adversary

ould directly obtain the user’s knowledge-based secrets based on

bservation attack and input the same secrets (e.g., PIN, password

nd pattern) to pass the authentication. Moreover, by observation,

n adversary could obtain the user’s biometric information (e.g.,

ngerprint and face) and then forge the legitimate user’s biomet-

ics to pass the authentication (e.g., by making a fake finger or

rinting the user’s face on a piece of paper). An obvious draw-

ack of such attacks is that they usually require the line-of-sight

ision to the user’s mobile device or authentication activity (e.g.,

irectly seeing or video shooting the user’s hand movements when

ntering the password), which is sometimes hard to achieve with-

ut causing the user’s notice. 

Impersonation Attacks. The impersonation attack aims to as-

ume the identity of legitimate users through presenting the same

r similar identity information. The impersonation attack usually

equires the information obtained from the observation attack and

t includes the replay attack, imitation attack and synthesis at-

ack. The replay attack directly re-uses the legitimate user’s iden-

ity information that is obtained by the adversary, such as the

nowledge-based secrets (e.g., PINs, passwords and lock patterns)

nd the recorded physiological or behavioral biometrics (e.g., the

hoto of the user’s face or the recorded voice). The imitation attack

sually targets the behavioral biometric authentication, and the ad-

ersary needs to imitate the user’s behavior to pass the authen-

ication. The synthesis attack is an advanced attack targeting the

hysiological and behavioral biometric-based authentication, which

ould apply the obtained partial biometric information to fabricate

he complete biometrics of the legitimate user. For example, a syn-

hesis attack can recover user’s front face from the side face or use

he user’s voice features obtained from a speech to generate other

peeches. 

Side-channel Attacks. Unlike the aforementioned attacks, side-

hannel attacks aim to infer the user’s identity information

hrough exploiting the identify-irrelevant information leakage of

uthentication system. Side-channel attacks [29,30] were first

ound to reduce the security strength of cryptography by learn-

ng the knowledge from the information that is not the cryptosys-

em input, such as the timing information, power consumption,

nd electromagnetic leaks. While the various embedded sensors

rovide flexible and versatile interfaces for interacting with the

sers, an attacker may leverage them to derive the user’s iden-

ity information and pass the authentication system. For example,

otion sensors in mobile devices can capture the vibrations re-

ulted from the user’s finger tapping when entering the password

n the touchscreen, which could be exploited to infer the user’s

apping positions and password [14,31,32] . Compared to the brutal-

orce and guessing attacks, the side-channel attacks collect more

nformation about the user’s identity information, which greatly

ncreases the success rate. Moreover, the side-channel attacks do

ot require the direct view of the user’s authentication process.
n adversary only needs to get the data of a particular sensor on

he user’s mobile device to derive the user’s input, which can be

chieved by an internal malware or the wireless sniffing [33] . The

nowledge-based authentication is vulnerable to the side-channel

ttacks, while the biometrics is relatively harder to derive from the

ide-channel information. 

Authentication Model Attacks via Adversarial Examples. All

he above attacks aim to steal or forge the identity-relevant in-

ormation (i.e., passcode, biometrics, etc.) of legitimate user and

se them to pass the system authentication. Recent years, a new

ype of attack attempts to directly attack the authentication model

ather than stealing the identity information of individuals. Such

ttack could intelligently generate an adversarial example, which

s not the normal identity information of the user but can still be

ecognized by the system and granted the access. For example, an

dversary could modify a photo of a random person, which could

islead the face recognition system to consider it as the legitimate

ser. Moreover, an adversary may also play a clip of particularly

rafted sounds or embed such sounds into music audios, which

oes not sound like the user’s voice but can still pass a voice-based

ecognition system. The basic idea of these attacks is to forge the

eatures (e.g., Mel Frequency Cepstral Coefficents or MFCC) derived

rom the authentication input, based on which the authentication

odel is built. Thus, the such attacks do not need to imitate or re-

lay the user’s authentication input, but just generate a different

nput showing the similar features to pass the system. Depending

n whether knowing the inner structure of the authentication sys-

em or not, an adversary could launch White-box or Black-box at-

acks. 

. Knowledge-based authentication 

The knowledge-based authentication (KBA) is a category of au-

hentication methods that verify the user’s identity based on the

nowledge that is secret to the user (e.g., password and lock pat-

ern). Ideally, the KBA system assumes the secret knowledge is only

hared between the legitimate user and the authentication system,

hich enables the system to reject other users or attackers who do

ot have the correct secret knowledge. Two types of secret knowl-

dge have been widely used in KBA systems: 1) text-based secret,

hich utilizes a word or a string of characters as the secret infor-

ation; 2) graphical secret, which conveys secret information in

raphics instead of texts. In this section, we review various KBA

ethods based on the type of secret knowledge used by them,

hich are summarized in Table 1 . 

.1. Text-based secret 

.1.1. PIN and password 

The text-based authentication schemes have a long history of

pplication in the system access [34] . The secret can be pure digit

trings (i.e., Personal Identification Number or PIN) or the combi-

ation of letter characters, digits and symbols (i.e., password). The

ser can simply input the PINs or passwords on the touch screen

f a mobile device for authentication. Up to now, these text-based

ecrets are still the most popular and widely deployed authentica-

ion methods to authenticate the user and protect the access to

obile devices. A recent report shows that PINs and passwords

re the first choice of 66% consumers over other authentication

ethods on mobile authentication [35] . To ensure that a user’s

ext-based secret cannot be easily guessed by others, the user has

o memorize the strings longer than a certain length. For exam-

le, the length of the PIN associated with the App on the mobile

evices (e.g., mobile payment App) is usually 4 digits or 6 digits.

he passwords used on the mobile device are at least of length 8

e.g., web service). Moreover, longer secret length usually leads
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Table 1 

Comparison of knowledge based authentication approaches. 

Secret type Secret Authentication metric Robust to attacks Memorability Existing works FRR 

Text Password Recall-based - High [34,36,37,61] 1% ~ 5% 

Enforced password Recall-based Statistical-guessing attacks High [38,40–42] > 5% 

PIN number Recall-based - High [35,39] 3.1% [62] 

Graph Photo Recognition-based Shoulder surfing Low [43,46–49] 5.5% 

Graph of app icons Recognition-based Shoulder surfing Low [51] 4.5% 

Graph of abstract pixels Recognition-based Shoulder surfing Low [44] 5% 

Draw-a-secret Recall-based - High [52] - 

Online signature Recall-based Shoulder surfing Low [54] 5% ~ 30% 

Free-Form Gesture Recall-based shoulder surfing High [53] 10% ~ 40% 

Lock pattern Recall-based - High [10,62] 12.1% 

Image point sequence Recall-based Dictionary attack High [11,55] 21% 
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to exponential effort s to break it using random guess or brute-

force. For example, a 4-digit PIN has 10 0 0 0 possibilities while the

number of combinations for 6-digit PIN is 10 0 0 0 0 0. Under the

same length, a password shows higher security level because the

alphanumerical secret involves more combinations than the pure

digits. 

3.1.2. How to set secure PIN and password 

While the existing text-based authentication systems allow the

users to choose their PINs or passwords from numerous combi-

nations of digits and alphabetic letters, users usually use digits or

letters to build PINs or passwords that are meaningful to them,

which are easy-to-use but not secure. Spafford [36] conduct a pi-

lot study on the choices of weak passwords that may compromise

system security. They find that reusable passwords, which involve

common words and names, are preferred by users but are vulner-

able to dictionary attacks. Study shows choosing the PIN or pass-

word based on the birth date or other significant dates is even

more dangerous [37] . Dell et al. [38] further investigate the trade-

off between the strength and usability of a password. They find

that people tend to use weak passwords, such as birthdays and the

texts with only strings or numbers, when there is no policy used

to enforce the security strength of the chosen passwords. Recently,

Bonneau et al. [39] analyze the users’ preferences for choosing 4-

digit PINs based on a survey of over 1,100 banking customers. The

study demonstrates that people are in favor of choosing the PINs

or passwords that are easy to remember, such as the birth date,

address, phone number, repeated or sequential digits/letters. Such

simple PINs and passwords suffer from guessing and dictionary at-

tacks and result in one unauthorized access of the bank account

for every 11-18 stolen wallets. 

To enhance the security strength of text-based secrets,

researchers develop quite a few methods to enforce se-

cure PINs/passwords that are hard for adversaries to break.

Schechter et al. [40] present a password checking method, which

tracks the times that a particular password is present in the

password database and does not allow the user to use the pass-

word which appears over a predefined threshold. This approach

enforces the user to avoid using the frequently used passwords,

such as those with only numbers or only capital/lower-case

letters. To ensure the complexity of text-based secret, Castel-

luccia et al. [41] develop an adaptive password strength meter

based on Markov-models. The proposed scheme estimates the

password strength by deriving the probability of the n-grams

that compose the passwords. For example, the 2-gram th appears

more often than tq . The n-gram Markov model estimates the

probability of the next character based on a prefix of length

n . The proposed method measures the strength of the user’s

password and suggests choosing adjacent letters independently.

Furthermore, Kelley et al. [42] utilize multiple password-guessing
lgorithms to evaluate the strength of the text-based secrets

hat are created under various password-composition policies.

hey find that although system administrators force the users to

reate passwords adhering to certain policies (e.g., must having

ppercase and lowercase letters and special characters) to make

heir passwords harder to guess, attackers can still successfully

uess the passwords, given sufficient training passwords that are

reated under the policies. 

.2. Graphical secret 

The graphical secret, in another saying graphical password,

efers to the graphical authentication, which uses graphs (e.g.,

mages or graphical patterns) as secret information to verify the

ser’s identity. Compared to the text-based authentication, the

raphic-based authentication releases the burden of memorizing

umbersome alphanumerical contents. Depending on whether the

ser is required to recognize or reproduce the secret content, the

raphical secrets can be classified into two major categories: the

ecognition-based secret (e.g., requiring a user to recognize the se-

ret graphical patterns) and the recall-based secret (e.g., requiring

 user to regenerate the graphical patterns). 

.2.1. Recognition-based graphical secret 

The authentication systems using recognition-based se-

rets [2,11,43–45] require the user to enroll the system by

hoosing a subset of graphical contents from a large set as the

ecret. During the authentication, the user needs to recognize

ll the preselected secret graphical contents correctly to prove

is/her identity. Researches in the recognition-based secret focus

n how to extract secret information from graphical contents (e.g.,

ictures, icons, and symbols) and convert them into graphical

asswords. The concept of the graphical password is first-time

escribed in the Blonder’s scheme [46] , which determines the

dentity of a user based on whether the user can correctly rec-

gnize the graphical content that is previously selected by the

ser self during the enrollment. Dhamija and Perrig apply the

ash Visualization technique to generate random pictures for a

ser to choose for a password, and the user is verified based on

ecognizing the correct pre-selected images during authentica-

ion [43] . Later, the recognition-based secret is widely adopted by

obile devices because of its high memorability and simplicity.

arious graphical contents available in mobile devices have been

xplored for authentication, for example the human faces [47] ,

he abstract pixels generated by math functions [44] , the pho-

os [4 8,4 9] , the pictures with strong relationships [50] , and the

cons of installed Apps [51] . These graphical content types enrich

he recognition-based graphical secrets and try to provide the user

ase to recognize. 
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.2.2. Recall-based graphical secret 

Different from using a recognition-based secret, the authenti-

ation systems using recall-based secret require the user to repro-

uce the secret graphical contents instead of simply recognizing

hem. It can be further divided into pure recall-based techniques

nd cued-recall-based techniques. The pure recall-based techniques

equire the user to reproduce the secret graphical content without

ny hint (e.g., images). Jermyn et al. [52] propose Draw-a-secret

DAS), which allows the user to draw a unique graphical pattern on

he touch screen (e.g., a big letter “A”) for authentication. The user

asses the authentication if the drawing matches the user’s pre-

ious selection in the enrollment. In addition, studies show that

oth free-form gestures [53] and signatures [54] are good recall-

ased graphical secrets on mobile devices (Signature is a special

uthentication method, which contains both the graphical secret

nd biometric information and will be introduced in Section 5 ).

nother widely used pure recall-based graphical secret on mobile

evices is lock patterns, which allow the user to swipe a graphical

attern/path through the dots of a given grid map following spe-

ific rules [10] . The lock pattern is much easier to memorize while

aintaining the comparable security strength as PINs. For example,

 3 × 3 grid map has 389,112 distinct lock patterns, which requires

ore effort for attackers to decode, compared with the 4-digit PINs

i.e., 10,0 0 0 possible combinations). 

The cued recall-based technique allows the user to reproduce

he secret graphical content with hints. PassPoints [55] authenti-

ates a user by asking the user to select a sequence of five ordered

oints/pixels on an arbitrary image instead of predefined images.

he proposed method verifies the user based on both the chosen

oints/pixels and their sequence. Cued Click Points [11] further ex-

end the authentication from the point selection on one image to

ve different images in a specific sequence. Each image to be dis-

layed is determined by the point selection on the previous image.

n this way, different graphical secrets consist of different click po-

itions on the images in different sequences, which is more secure

han using a single image. 

.2.3. How to set secure graphical passwords 

Though the graphical secrets are more natural to memorize

han the text-based secrets, the password space of the graphical

ecrets is small, especially for the recognition-based secrets, which

re constrained by the predefined image pool. Another major secu-

ity issue is that different users tend to select similar points or im-

ges as part of their secrets, which enables an adversary to launch

ttacks based on the dictionary of frequently used graphical se-

rets [56] . The security strength of graphical secrets is also subject

o the rules enforced for generating the secrets (e.g., lock pattern

eneration rules [10] ), which may cause some graphical passwords

eaker than the others. For example, the long lock patterns (e.g.,

ight segments) may show smaller password space and could be

asier to break than short ones (e.g., seven segments). 

There are active studies that focus on improving the secu-

ity strength of graphical secrets by providing graphical choos-

ng guidelines to the users. Researchers reveal that recognition-

ased secrets are vulnerable to shoulder-surfing/observation at-

acks [57,58] and can be revealed from the user’s preference and

he type of selected images [50,59] . Davis et al. [50] study users’

references on secret graphical patterns among 154 university stu-

ents. The authors find that the users’ selections are highly corre-

ated with their race and gender, which render the graphical secret

nsecure. Hlywa et al. [59] examine the effectiveness of using dif-

erent image types as recognition-based secrets. In particular, the

aper studies the usability and the security strength of using the

mages of objects or human faces as graphical secrets. It shows that

he object images result in better authentication performance than

he face images. 
All these studies show that the KBA using graphical secrets

hould avoid using the graphical patterns that are preferred by

sers or have relationships with the users’ demographics such as

ender, race, and age. Sherman et al. evaluate the security strength

nd the practicality of using free-form graphic gestures for KBA

n mobile devices and give suggestions that the free-form graphic

estures are both secure and easy to recall. Ye et al. investigate

he complexity of the widely deployed lock patterns and show

hat longer lock patterns (i.e., more pattern segment) do not pro-

ide a higher security level [60] . The results of this work pro-

ide a good reference for the users to choose lock patterns instead

f simply based on the length (i.e., segment number) of the lock

atterns. 

.3. Comparison of authentication approaches 

The knowledge-based secrets are relatively easy to use. For ex-

mple, the users can simply input the text or graphical secret

hrough the mobile device’s touch screen. Thus the knowledge-

ased authentication methods usually show very high usability.

ut the knowledge-based secrets are also easy to be leaked or

uessed by an adversary, leading to a low security level. We com-

are the advantages and disadvantages of the various KBA methods

n Table 1 . 

The authentication using the PINs, passwords and the lock pat-

erns show the lowest false rejection rate. That explains why the

INs, passwords and lock patterns are widely deployed on the ex-

sting mobile systems for user authentication. But setting a secure

IN, password or lock pattern requires much user effort and the

urden of memory, which could increase the entry time and the

alse rejection rate. For example, a password with the combina-

ions of digits and capital/low case words is very secure, but in-

utting such a password is very cumbersome, which requires the

hift between the number pad and virtual keyboard back and forth,

et alone entering the passwords on the small error-prone virtual

eypad on the mobile device. Moreover, memorizing the password

hat appears to be more random is harder compared to memoriz-

ng the addresses, birth dates and phone numbers. The recall-based

raphical methods such as draw-a-secret, free-form gestures, on-

ine signatures and image point sequences try to lessen the bur-

en of memory. But they exhibit higher false rejection rates, which

ould stop the user from using them, causing low deployment

ates. 

The recognition-based graphical secrets, which are hidden in

he contents of photos, abstract pixels and app icons are rela-

ively better for preventing shoulder surfing. They also show good

alse rejection rates even though slightly higher than PIN, pass-

ord and pattern. But they usually require the user a long time

o recognize the secrets from the given contents for each time,

hich reduces their usability. Moreover, the secret spaces of the

ecognition-based graphical secrets are relatively smaller, which

eads to a lower security level. Above all, all of the knowledge-

ased secrets are under the threats to be leaked (e.g., via obser-

ation attacks). This is because their authentication process can be

bserved by an adversary, from which the adversary could derive

he user’s secret. Anyone getting the secret could pass the authen-

ication. Furthermore, the knowledge-based authentication is also

ubject to many side-channel attacks [29,30] . 

.4. Attacks 

Because the knowledge-based authentication has been deployed

n mobile devices for a long time, the various attacks have been

reated targeting at breaking these authentication systems. In this

ubsection, we review the existing attacks, which could obtain the



8 C. Wang, Y. Wang and Y. Chen et al. / Computer Networks 170 (2020) 107118 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

n  

t  

a  

u

3

 

d  

t  

t  

t  

m  

i  

o  

t  

i  

t  

t  

t  

a  

s  

e  

t  

t  

e  

t  

t  

a  

i  

p  

a  

t  

c

3

 

l  

i  

t  

s  

t  

c  

e  

t  

s  

r  

M  

u  

s  

w  

i  

3

 

g  

b  

m  

c  

t  

r  

t  

i  

b  

s  

t  

f  
user’s knowledge-based secrets in various methods. A naive ap-

proach to attack a knowledge-based authentication system is based

on brute-force search, which exhaustively guesses a user’s secret

until a success. Such attacks usually only work for the users who

use easy-to-guess or straightforward secrets (e.g., PINs with short

lengths and passwords with personal information) and the systems

that do not restrict the number of failed attempts. More practically,

an attacker could attack a knowledge-based authentication system

by stealing a user’s secret. For example, the attacker could directly

or indirectly obtain the user’s secret by shoulder surfing or us-

ing video cameras. The attacker could also infer the user’s secret

using the side-channel information, such as timing information,

motion sensor readings, wireless signal reflections. In this section,

we review the existing attacking approaches that target at obtain-

ing users’ secret information used for knowledge-based authenti-

cation. While the text-based secrets and the recall-based graphical

secrets are widely deployed in practical systems, the existing stud-

ies mainly focus on revealing the secrets in such knowledge-based

authentication systems. 

3.4.1. Vision-based attacks 

Knowledge-based authentication systems are intuitively vulner-

able to attackers who can directly or indirectly observe the se-

cret information used by users. An easy approach is to eyeball

the secrets when a user is using them [57] . Moreover, the emerg-

ing use of high-resolution cameras on mobile devices or surveil-

lance devices enable attackers to record the user’s inputs on a mo-

bile device more conveniently. For example, researchers find that

it is possible to reveal a user’s password and swipe pattern by

recording the virtual keypad or the content displayed on the touch

screen [60,63] . However, these vision-based attacks require the at-

tacker to be able to directly observe the user’s secret inputs, which

is not often practical in real scenarios. Recently, Sun et al. [63] de-

velop a video-assisted keystroke inference framework to infer a

user’s tapping inputs on a tablet by capturing the tablet backside

motions. The intuition behind this work is that the user’s finger

tapping at different locations of the tablet’s touch screen results in

distinguishable motion patterns, which can be captured by a cam-

era and used to infer the user’s secret inputs on the tablet. A multi-

class Support Vector Machine classifier is developed to infer the

context of the tapping based on the tablet motions. The inferred

context is further refined based on a linguistic model. Ye et al.

[60] develop a framework that can reconstruct a user’s Android

lock pattern from the video footage captured by a smartphone

camera. The proposed framework uses computer-vision techniques

to track a user’s fingertip movements and infer the swiping ges-

tures. Based on the geometry information extracted from the cap-

tured fingertip movements, the fingertip locations are mapped to a

small number of candidate patterns, which facilitates revealing the

lock pattern in limited tries. Alternatively, Aviv et al. [12] propose

the smudge attack that leverages the oily residues or smudges of

a user’s finger left on the touch screen of a mobile device to infer

the user’s passwords or unlock patterns. 

3.4.2. Timing information-based attacks 

The system timing information is shown to reveal users’

secret information used for knowledge-based systems. Song

et al. [13] demonstrate that the inter-keystroke timings can leak

a user’s typed information. The authors find that the Secure

Shell (SSH) sends a separate IP packet immediately after a key is

pressed, which enables an attacker to derive a user’s typing pattern

using the inter-stroke timings and further infer the user’s typed

information. Diao et al. [64] utilize the interrupts of an Android

system to reveal a user’s unlock pattern input. They find that the

interrupts produced by the touchscreen controller are correlated

with the finger movements on the touchscreen. In particular, the
umber of interrupts is transformed into the length of a line that

he user swipes on the screen. Based on a Hidden Markov Model

nd probabilistic analysis, an attacker can accurately derive a user’s

nlock pattern with moderate training. 

.4.3. Privacy leakage via embedded sensors on mobile devices 

Motion sensors (e.g., accelerometer and gyroscope) on mobile

evices are shown to provide much more side-channel informa-

ion about a user’s hand input than the system timing informa-

ion because the motion sensors can directly reveal dynamics of

he user’s hand input. Furthermore, attackers would prefer using

otion sensors for attacks since accessing motion sensor read-

ngs does not require any system permission. There are a variety

f studies [14,31,32] demonstrating that tapping locations on the

ouchscreen of a smartphone can be differentiated by using read-

ngs from the motion sensors in the phone. The intuition is that

he tapping or swiping gestures result in different vibration pat-

erns, which propagate along the phone’s body and can be cap-

ured by its motion sensors. Machine learning algorithms are usu-

lly used to model hand or finger gestures based on the motion

ensor readings and classify users’ inputs on the touchscreen. Aviv

t al. [65] use accelerometers in a smartphone to learn a user’s

apping positions or swipes to reveal the user’s PIN and swipe pat-

ern to unlock the smartphone. Besides the motion sensors, ambi-

nt light sensors in mobile devices are shown to be able to capture

he various ambient light changing patterns caused by the user’s

aps on the touch screen. Spreitzer et al. [66] find that minor tilts

nd rotations of mobile devices lead to the variations of the light

ntensity captured by the ambient light sensor, which can be ex-

loited to reveal the user’s tapping input and PINs. To deploy such

ttacks in practice, a malware App needs to run in the background

o collect the motion sensor readings when a user provides the se-

ret information to a knowledge-based system. 

.4.4. Radio signal-based attacks 

Besides the embedded sensors on the mobile device, the wire-

ess signals are demonstrated to capture the user’s motion dur-

ng the PIN/password input activities. Recently, Li et al. [15] show

hat WiFi signals can be used as a side channel to infer a user’s

ensitive keystrokes on a mobile device from distance. They find

hat the user’s hand coverage and hand motion during keystrokes

ause unique multi-path effects in the WiFi signals. Such interfer-

nces can be captured by the Channel State Information (CSI) ex-

racted from the WiFi signals received by the mobile device. More

pecific, this work proposes to use WiFi traffic to detect the pe-

iod when the user enters the password and launch the attack.

achine learning-based classifiers are developed to identify the

ser’s keystrokes using CSI measurements. However, such a radio-

ignal-based attack suffers from unstable wireless environments,

hich is common in practical scenarios. For example, people walk-

ng around and furniture placed at different locations in the room.

.4.5. Wearable-based attack 

All the methods mentioned above can only capture coarse-

rained information about the user’s secret input for knowledge-

ased authentication systems. These methods can only provide

oderate accuracy, especially under changing environments, be-

ause the measurements that they leverage do not directly reflect

he moving dynamics of the user’s hand. Moreover, most of them

ely on machine-learning-based technologies that require labeled

raining data, which is not often practical in real attacking scenar-

os. Recently, wearable devices, such as smartwatches and fitness

ands, extend the sensing capabilities to users’ wrists, where the

ensors can directly capture the dynamics of the user’s hand when

hey access the knowledge-based authentication systems. There-

ore, wearable devices provide attackers with a great opportunity
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o reveal users’ secret input in knowledge-based authentication

ystems with high accuracy. 

Two recent studies develope methods that can obtain users’ se-

ret inputs using smartwatches [67,68] . Wang et al. [67] devise a

ystem that enables an attacker to use motion sensors in a smart-

atch to infer its user’s secret words typed on a keyboard. In

articular, accelerometers and gyroscopes measurements are used

o describe the user’s wrist movements between two keystrokes

nd classify the user’s keystrokes. To infer unknown context typed

y the hand not wearing the smartwatch, the system adopts a

ayesian model together with a dictionary to generate complete

ords. Therefore, it is not suitable for inferring non-contextual

nputs, such as PINs and passwords. Liu et al. [68] develop a

achine-learning approach that utilizes various sensors in a smart-

atch to infer a user’s inputs on a POS terminal or a keyboard.

his approach calculates displacements of the wrist between two

eystrokes using the accelerations from the smartwatch. A Hid-

en Markov Model is used to infer the possible PINs entered on

 POS terminal based on a series of derived wrist displacements.

he proposed approach is further combined with the microphone

ata from a smartphone to classify the user’s secret inputs on a

eyboard. 

More recently, Wang et al. [33] study to what extent a wrist-

orn wearable device could leak a user’s sensitive information.

hey show that motion sensors in the wearable device can be ex-

loited to discriminate mm-level distances and directions of the

ser’s hand movements, which enable an attacker to reproduce the

ser’s fine-grained hand trajectories that are involved in key-entry

elated activities. In particular, the proposed system uses the ac-

elerometers, gyroscopes, and magnetometers in wearable devices

o derive the moving distance and direction of the user’s hand be-

ween consecutive key entries regardless of the pose of the hand.

urthermore, a training-free Backword PIN-Sequence Inference al-

orithm is developed to infer the complete PIN sequence by ex-

loiting the inherent physical constraints of the PIN pad. In addi-

ion, the system can provide a candidate PIN sequence list with

escending probabilities of each candidate to facilitate a multi-try

ttack, because the authentication system usually allows the user

o make mistakes for multiple times. They further deploy the at-

ack to reveal the user’s mobile payment passcodes on mobile de-

ices [69] . In particular, the various PIN input scenarios including

he two-hand and single-hand scenarios are studied and the cor-

esponding PIN inference accuracies are evaluated. The two-hand

nputting scenarios refer to that the mobile device and the wear-

ble are on the user’s different hands, and the training-free PIN

nference algorithm based on the Euclidean distance model is de-

eloped to infer the PIN. The single-hand inputting scenarios mean

hat the mobile device and the wearable are on the user’s single

nput hand or non-input hand, and the unique finger tap features

re extracted to infer the PIN entries based on machine learning. 

. Physiological biometrics-based authentication 

The knowledge-based authentication verifies What You Know ,

hich is not naturally unique and can be obtained by guessing or

tealing. Anyone who knows the knowledge-based identity-related

nformation (e.g., texts and graphics) could pass the system eas-

ly. Differently, biometrics is inherent and unique information born

ith every user, which verifies the user by Who You Are . Mobile

evices currently employ two types of biometrics for user authen-

ication: the physiological biometrics and the behavioral character-

stics [103] . The physiological biometric information usually refers

o a user’s unique body traits (e.g., the fingerprint, hand geome-

ry, and facial contour) or vital signs. The behavioral characteristics

ainly reflect the pattern of body movements in some habitual ac-

ions (e.g., gait, specific gestures, and voices), which are unique to
ach person. In this section, we review the existing physiological

iometrics-based authentication approaches and analyze their ad-

antages and disadvantages regarding the security strength and us-

bility. 

.1. Descriptions of authentication approaches 

.1.1. Fingerprint 

The fingerprint-based authentication [104] verifies a user’s

dentity by recognizing the user’s fingertips. The key idea is to

apture the salient features (e.g., pores, incipient ridges, creases)

rom friction ridges on a user’s fingertip and use it as the identity-

elated information for authentication. Traditional approaches ex-

loit the readily available sensors on most mobile devices such as

he camera to verify the user’s fingerprint. Dongjae et al. [72] pro-

ose a recognizable-image selection algorithm for fingerprint ver-

fication schemes utilizing the mobile device’s camera. A focus-

easurement algorithm is developed to measure the depth of the

ocus of camera images for enhancing fingertip recognition accu-

acy. Similarly, Ramachandra et al. [19] exploit the smartphone

amera to derive fingerprint features for user verification in a con-

actless manner. The proposed scheme separates the fingertip im-

ge from the background color and extract minutiae features from

he scaled fingerprint images. The identity of the user can then be

erified by comparing the fingerprint features to that of the refer-

nce image in the user profile. 

A more advanced sensing technology, capacitive fingerprint

canner [16] , has been widely used by mobile devices (e.g.,

Phones [70] and Samsung phones [71] ) for authentication in re-

ent years. The capacitive fingerprint scanner consists of a matrix

f capacitive proximity sensors, which are smaller than the width

f a single ridge on the finger. When a finger presses the scan-

er, the capacitive changes are captured by the sensors and pro-

essed to generate a digital image of a fingerprint for authentica-

ion. However, the capacitance on the fingertip could be easily al-

ernated by many factors, such as sweat, dust, oil, therefore the ca-

acitive proximity sensors do not work well in rainy and dirty en-

ironments. Recently, researchers have proposed the optical finger-

rint scanner [105] and ultrasonic fingerprint scanner [106] , which

re more robust to different environments. In particular, the optical

ngerprint scanner [105] illuminates a fingertip with light-emitting

iodes and captures a fingerprint image with a charge-coupled de-

ice. The ultrasonic fingerprint scanner [106] consists of an ultra-

onic transmitter and a receiver. The transmitter emits ultrasonic

ulses to a finger is in a close range. The receiver examines the

eflected sound waves and builds a fingerprint image for authenti-

ation. 

.1.2. Palmprint 

Similar to the fingerprint, the palmprint is also unique for a

erson. Therefore, it can also be used for user authentication.

ntuitively, the build-in cameras of mobile devices can be used

o capture the image of a palm and extract features of palm-

rints for user authentication [107] . In particular, the authors find

hat line features, such as principal lines, wrinkles, and epidermal

idges, are unique among users and can facilitate user authenti-

ation. However, processing a palm image involves high computa-

ional cost, compared to fingerprint recognition. To solve this issue,

an et al. [73] propose a computational efficient biometrics deriva-

ion scheme to extract palmprint features from a palm image cap-

ured by the camera of a mobile device, which utilizes the sum-

ifference ordinal filter to compress the palm image while pre-

erving its unique line features. Compared to the fingerprint-based

uthentication, the proposed scheme takes shorter authentication

ime using the palmprint biometrics from mobile devices. Addi-

ionally, Methani and Namboodiri [74] focus on the impact factors
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of the palmprint-based authentication and find that different hand

poses may cause great variations of the palmprint features and low

authentication accuracy. To mitigate such impacts, the authors pro-

pose to extract projective invariant features in the palm image for

authentication by relaxing the rigid hand posture requirement. 

4.1.3. Hand geometry 

Hand geometry biometrics refers to the unique geometric mea-

surements of a hand, which include the dimension of fingers and

the palm [108] . Different from fingerprints and palmprints, hand

geometry biometrics are simple and requires less computation

time to obtain. Sierra et al. [75] propose a hand geometry bio-

metrics authentication scheme using the built-in the camera of a

mobile device. The scheme employs the Gaussian Mixture Models

(GMM) to differentiate users based on their hand geometry fea-

tures. Furthermore, De Santos-Sierra et al. [109] propose an au-

thentication scheme that exploits the salient features, which are

robust to various photographic conditions (e.g., view angle, illumi-

nation condition, and focus length), to describe the hand geometry

biometrics. Choras and Kozik [76] incorporate palmprint and hand

geometry biometrics to improve the authentication performance

on mobile devices. Particularly, they extract palmprint textures and

knuckles features embedded with hand geometry characteristics

from pictures taken by the camera of a mobile phone. Recently,

Barra et al. [110] use multi-channel features (i.e., red, green, and

blue color channels) from an RGB image of a hand to derive the

hand geometry measurements, which is more accurate than from

a gray-scale image. 

4.1.4. Face 

Facial recognition system extracts the user’s facial characteris-

tics from a digital image or video frames for authentication. It has

now been adopted by some mobile devices such as the Face ID on

iPhones [111] . These face recognition techniques identify facial bio-

metrics by extracting salient features such as the relative position,

size, and shape of the eyes, nose, cheekbones and jaw [112–114] .

Such facial biometrics extracted from the image is compared with

that stored in the database. If they are matching, the system would

grant access to the user. Benoit et al. [115] enhance the perfor-

mance of face authentication by correcting the image deformation.

The image deformation, such as rotation and scaling, degrades the

accuracy of traditional grid-based face identification. To solve this

problem, this paper introduces a neural network approach to dy-

namically link the grid in the reference image to that in the test

image, which normalizes the images with different rotation and

scaling. Because the mobile device has a built-in camera for captur-

ing the user’s face, researchers studies the ability of the face recog-

nition on mobile devices [77,116,117] . Cheng and Wang [116] pro-

pose a GPU based scheme to reduce power consumption and facili-

tate face recognition on mobile devices. [117] . Shen et al. [77] pro-

pose to leverage the front camera of smartphone and Sparse Rep-

resentation Classification (SRC) algorithm to perform face recogni-

tion. The proposed SRC solution uses compressed face representa-

tives to make face recognition robust to lighting changes and oc-

clusion. 

The face recognition based on the static images is vulnerable to

the print attack (i.e., face spoofing by a printed photo of the user’s

face) [78] . Thus researchers explore to use the recorded videos as

the input for face recognition, because the video frames help to

verify the liveness of the person showing up in front of the mo-

bile device camera. Fathy et al. [118] propose a continuous user au-

thentication scheme leveraging front camera of mobile devices. The

proposed scheme extracts fiducial feature points with the user’s

eyes, the nose and the mouth to build the user’s face profile and

authenticate the legitimate user based on profile matching. Simi-

larly, Choi et al. [79] propose to extract the face features with local
andom bases that are robust to face deformation and apply a se-

uential neural network to verify user identity in real time. 

The above face-based authentication methods are all based on

D media (e.g., images and videos). Recent years, the 3D face

ecognition has also been deployed at some high-end mobile de-

ices (e.g. iPhone X [119] ), which captures much more face biomet-

ics than the 2D media and provides a higher security level. The

D face recognition uses the dual camera to capture the 3D shapes

f a face, which include distinctive features such as the contour of

ye sockets, nose, and chin [120] . Since many mobile devices are

till not equipped with such expensive dual camera, existing stud-

es propose to use the video can be used to reconstruct the 3D

ace contour for authentication [80,121] . Boehm et al. [121] record

he video of the user’s face at different angles and construct the

D face model for verification. Chen et al. [80] further propose a

ensor-assisted 3D facial authentication scheme to verify the user

ased on the face as well as providing liveness detection. In partic-

lar, the proposed approach exploits the motion sensors (i.e., accel-

rator and gyroscope) in smart devices to track the position and

he orientation of the front camera while the smartphone cam-

ra is moving around the user’s face for building the 3D face. The

ser’s face at different angles are recorded and the change of the

ose geometry is leveraged to distinguish the testing face from the

rint images. 

.1.5. Eye 

There are many physiological biometrics related to people’s

yes (e.g., iris), which can be utilized to identify the user. Existing

ris recognition methods [122–124] extract the user’s eye informa-

ion from the videos or the images derive the iris biometrics based

n the texture pattern of the eyes, which are distinctive, stable, and

bservable from a distance. To reveal fine-grained iris biometrics

everaging the regular low-resolution camera, Lim et al. [122] pro-

ose to use wavelet transformation to derive compacted, repre-

entative, and robust iris patterns for iris recognition. Further-

ore, Kumar and Passi [125] study and compare four types of

avelet transformation techniques: Haar wavelet, Gabor filter, Dis-

rete Cosine Transform (DCT), and Fast Fourier Transform (FFT).

he study suggests using the Haar wavelet and Log-Gabor filter

ased phase encoding, which show the best performance among

ll the four approaches. The eye-based authentication has been de-

loyed on some of the high-end smartphones [18] by embedding

 near-infrared light and a special camera to collect the data about

he user’s eyes. Recently, researchers investigate the feasibility of

pplying iris recognition schemes to mobile devices (e.g., smart-

hone) by only using the mobile device’s regular front camera.

arra et al. [81] derive the spatial histograms from the iris image

aptured by the smartphone front camera to authenticate the user

nd develop the iris-based authentication system effective in both

ndoor and outdoor environment under different light conditions.

dditionally, Thavalengal et al. [20] further investigate the impacts

f iris size, image quality, and acquisition wavelength on the iris

ecognition on mobile devices. The authors investigate the mini-

um pixel resolution required for accurate iris recognition. 

.1.6. Ear 

Ear recognition exploits the distinct characteristics of ear shape

s biometrics. The ear characteristics, such as the shape of the

uter ear, the folds of the pinna, the length and the shape of the

ar canal, are distinct for each user. Akkermans et al. [82] propose

n ear-based authentication scheme, which generates acoustic sig-

als from the embedded loudspeaker in a mobile device and mea-

ures the ear shape of a user based on the reflected acoustic sig-

als captured by the microphone of the mobile device. Particularly,

he proposed system leverages the amplitude and frequency spec-

rum of the received acoustic signal reflected from the ear as fea-
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ures to authenticate the user. Additionally, Yuan et al. [21] derive

ar biometrics from the 2D ear images captured by the front cam-

ra of a mobile device. The authors further study the impacts of

ifferent ear poses, lighting conditions, and occlusions, based on

hich they propose a sub-classifier fusion approach that authen-

icates the user from the most discriminative region in the image.

ahmi et al. [126] develop a user authentication system that de-

ives ear biometrics from a smartphone camera during call inter-

ctions. In particular, the proposed system extracts geometric fea-

ures from the ear image when the user is calling and authenticate

he user’s identity leveraging the local binary pattern (LBP) [83] . 

.1.7. Electrocardiograph and electroencephalograph 

Recent researches [84,127,128] show that the heart activity and 

he brain waves are distinct among people and can be utilized

o identify users. Electrocardiograph (ECG) signals measuring the

nique cardiac pattern of a user can be derived from dedicated

CG sensors (e.g., lead-I-type electrodes). John et al. [84] per-

orm human identification by exploiting the ECG measurements

xtracted from the ECG hardware connected to a smartphone.

n particular, this paper investigates cardiac motions and extracts

ducial features from ECG signals to identify the user. Addition-

lly, it quantifies the minimum number of cardiac cycles required

o authenticate an enrolled user. Recently, Kang et al. [129] pro-

ose an ECG authentication system that derives non-fiducial fea-

ures as biometrics from lead-I-type electrodes to verify user iden-

ities by feature matching. Different from ECG electrodes that can

e easily attached to mobile devices, Electroencephalography (EEG)

ignals (i.e., brainwaves) are usually collected by a cumbersome

EG headset that measures activities of different parts of a brain.

lonovs et al. [130] explore the feasibility of using the EEG signals

or user authentication on mobile devices. In this work, the au-

hors build a profile-based method that can verify a user’s identity

y using the unique EEG pattern in response to visual stimuli (e.g.,

ictures or videos). 

.2. Comparison of authentication approaches 

The physiological biometrics from the human body are readily

vailable and thus, does not require the users’ effort for memo-

izing and inputting the secrets. Moreover, the physiological bio-

etrics using the user’s body parts are naturally more private

nd hence more secure than the knowledge-based secrets. We

ompare the various physiological biometrics-based authentication

n Table 2 . Fingerprint, iris, face show the lowest false rejection

ates and are easy and robust to use. Therefore, fingerprint, iris

nd face recognition have been deployed on many existing mo-

ile devices. Palmprint also shows low false rejection rate, but

ts deployment is limited by the relatively inconvenient palmprint

apturing process. In comparison, hand geometry, ear shape and

lectrocardiography-based authentication systems reject the legiti-

ate user with higher rates, and these authentications also require

 relatively longer time. Because the ECG-based authentication sys-

ems require additional accessories (e.g., a hand-mounted sensor or

n ECG electrode) to apply to mobile devices, they exhibit lower

sability and are hard to deploy widely. 

Moreover, we find that besides the dedicated biometrics scan-

er (e.g., fingerprint reader), the mobile device camera can be

sed for capturing nearly all the biometric information required by

he existing approaches, except ECG signals. Therefore, the various

hysiological biometrics can be captured by ordinary mobile de-

ice’s cameras without requiring dedicated hardware. But we also

eed to note that the user’s physiological biometrics could be ob-

erved and obtained by an adversary by using a camera too. In ad-

ition, the quality of the camera and the light intensity could af-

ect the authentication accuracy. Above all, physiological biometrics
re very private information and cannot be changed. Once such in-

ormation is leaked, it becomes insecure permanently. Due to this

eason, many people reject using their physiological biometrics for

uthentication. 

.3. Attacks 

Compared to the knowledge-based authentication, it is much

arder for an attacker to attack the physiological biometrics-based

uthentication via brutal force or random guessing attacks. More-

ver, few side-channel attacks have been found to obtain the

hysiological biometrics. However, the physiological biometrics are

till vulnerable to the observation attack and the user’s such pri-

ate information is under high risk to be disclosed. For example,

n attacker could obtain a user’s fingerprint or palmprint using

mudge attacks [12,22] , because the legitimate users often uncon-

ciously left the smudges of their fingerprint or palmprint at many

bjects (e.g., glass, table, door and touch screen). The adversary

ould reuse the user’s fingerprint or palmprint to build a fake fin-

er [131,132] or a fake palm [133] for further attack. In particular,

errero et al. [132] successfully create fake fingers to spoof exist-

ng fingerprint-based user authentication systems. Such fake fin-

ers contain sufficient biometric details to fool an authentication

ystem, which can be collected either from a surface (e.g., glass,

oor handler, and touchscreen) or a fingerprint scanner that the

ser has touched. Dummy fingerprints made of plasticine and sili-

one are shown to be able to pass all commodity fingerprint scan-

ers, including optical, ultrasonic, and capacitive fingerprint sen-

ors. Espinoza et al. [131] examine the vulnerabilities of the high-

esolution fingerprint sensor under the attacks using fake fingers.

his study compares the profile matching scores between genuine

nd dummy fingerprints and demonstrates the effectiveness of fake

ngers in attacks. Although genuine fingerprints produce higher

imilarity scores than fake fingers do, the authentication system

annot detect such subtle differences from the variations of the

sers’ inputs at different times. 

In addition, the visual characteristics of a user’s face, eye, ear,

nd hand geometry are often hard to keep as secrets if the user

osts his/her pictures and video footages in online social networks

r an attacker can do so secretly. Therefore, the user authentication

ystems using visual physiological biometrics are usually vulnera-

le to camera spoofing attacks. The easiest spoofing approach is

D media attack [23,134,135] , which presents the legitimate user’s

hysiological biometrics (e.g., face or eye) on a printed image or

lectronic screens to the video camera of an authentication system.

uch a naive spoofing attack has been shown to significantly im-

act all the user authentication systems using visual physiological

iometrics. Erdogmus and Marcel [24] propose to spoof face verifi-

ation systems with subject-specific 3D facial masks. The 3D mask

an be easily fabricated through 3D reconstruction and printing

echnologies. The hand geometry-based authentication has been

ttacked successfully by faked hands [136] . A user’s iris, if obtained

y an attacker, can be printed on the contact lens. Whoever wear-

ng the contact lens can bypass the iris-based user authentication

ystem [137,138] . We have not found any existing studies about at-

acking EEG and ECG-based authentication up to now. 

. Behavioral biometrics-based authentication 

Different from the physiological biometric information that is

ssociated with the characteristic of the human body parts, the

ehavioral characteristics refer to the dynamic behavioral patterns

hat are inherent in human motions such as the tapping behav-

ors on touch screens [139] and gait patterns [98] . These charac-

eristics are less sensitive in terms of privacy compared to phys-

ological biometrics. Moreover, they are relatively hard to be dis-
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Table 2 

Comparison of biometrics-based authentication approaches. 

Biometric Type Biometrics Sensor Derived metric Classifier Existing works FRR 

Physiological Fingerprint Fingerprint sensor, 

Camera 

Ridge characteristics - [19,70–72] 1% 

Palmprint Camera Principal lines and 

epidermal ridges 

Hamming distance [73,74] 3% 

Hand geometry Camera width/length of the 

fingers/palm 

GMM, KNN [75,76] < 10% 

Face Camera, Accelerator Eigen, Haar-like, Fisher 

features 

Sparse representation 

classifier 

[77–80] 6% 

Eye Camera Iris texture Hamming distance [20,81] < 1% 

Ear Microphone/speaker, 

Camera 

Ear shape Correlation coefficient [21,82,83] 7% 

ECG Lead-I-type electrodes Cardiac dynamics Euclidean distance [84,85] 5% ~ 18% 

Behaviorial Tapping Behavior Touch screen Touch pressures Support vector 

machine 

[25,86,87] 7% ~ 20% 

Finger gesture Touch screen Geometric features, 

stroke time, pressure, 

DTW, SVD [88,89] 10% 

Hand gesture Accelerator, 3D 

camera, WiFi 

Statistical, frequency 

domain features 

DTW, HMM, SVD, 

GMM 

[90–93] 5% ~ 15% 

Voice Microphone TDoA, spectral features GMM, DTW [94–96] 3% 

Gait pattern Wearable camera, 

accelerator 

Gait features DTW, SVM [97,98] > 6% 

Daily routine activity WiFi Statistical, behavioral 

features 

SVM, DNN [99–102] > 10% 
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closed to an adversary. In addition, the behavioral characteristics

have the repetitive attributes, which make them suitable for con-

tinuous user verification. For example, the user can continuously

verify him/herself during the period of walking and typing on the

mobile device rather than only performing the one-time authenti-

cation. 

5.1. Descriptions of authentication approaches 

5.1.1. Tapping behavior 

Tapping behaviors, such as the patterns of finger inputs on the

mobile device’s touch screen, are unique for each individual and

can be utilized for user verification. Kim et al. [25] find that when

a user enters PINs and graphical passwords, the touch pressures of

multiple fingers can be utilized as behavioral biometrics to authen-

ticate the user. Since the touch pressures are hard to be visually

observed, this mechanism can efficiently prevent shoulder surf-

ing attacks. Different from the one-time authentication that leaves

the user’s mobile device exposed to threats after authentication,

the user authentication methods based on the tapping biometrics

could provide the continuous protection. SilentSense [86] investi-

gates the feasibility of using the tapping behavioral biometrics ex-

tracted from the smartphone sensors to conduct continuous user

authentication. In particular, SilentSense exploits the built-in mo-

tion sensors (i.e., accelerator and gyroscope) and the touch screen

events to collect interaction patterns of the user’s operations on

mobile devices. The touch interaction features, including the coor-

dinate, duration, pressure, vibration and rotation are utilized to de-

rive the behavioral tapping biometrics. The one-class Support Vec-

tor Machine is applied to verify the user when he/she is tapping

to text, scrolling to browse the web and fling to read e-books.

Similarly, Touchalytics [87] develop a continuous authentication

scheme to perform verification when the user is tapping on touch

screens of mobile devices. A set of 30 behavioral touch features

are extracted from the user’s tapping activities such as up-down

and left-right scrolling to derive the user’s unique tapping pat-

terns. Touchalytics then leverages the machine learning methods

(i.e., SVM and kNN) to verify user identity based on these touch

features. 
.1.2. Finger gesture 

Along this direction, recent work proposes to use the behavioral

iometrics associated with the users’ finger gestures on the touch

creen for user authentication [88,89] . Saebae et al. [140] design a

ulti-touch gesture-based authentication system that captures the

nique pattern of the user’s multi-finger input on the multi-touch

creen of mobile devices. In particular, the authors design a set of

ve-finger touch gestures (e.g., rotating the palm clockwise with

ve fingers to draw a circle) for the user to choose as authenti-

ation input and the palm movement and fingertip movement dy-

amics are characterized based on pattern recognition to verify the

ser. GEAT [89] secures the unlocking of a mobile device based on

he user’s simple gesture on the touch screen, which prevent an

dversary to repeat even if he sees the gesture performed by the

ser. The proposed approach authenticates the user by how the

ser input rather than which gesture the user input, and the user’s

nique behavioral characteristics are derived from the action of

erforming the simple gesture. In particular, the proposed scheme

xtracts the distinctive features including stroke time, inter-stroke

ime, stroke displacement magnitude, stroke displacement direc-

ion, velocity magnitude, velocity direction and the device accel-

ration to describe the user’s behavioral biometrics of hand ges-

ure on the touch screen. A support vector distribution estimation

SVDE) then utilizes the unique hand features to verify the user’s

dentity. Li et al. [26] develop a continuous authentication that re-

uthenticates the user’s identity by leveraging the unique finger

ovements on the smartphone touch screen. In particular, the au-

hors derive the behavioral patterns from the gestures when the

ser operates on the mobile device, including sliding up, sliding

own, sliding left, sliding right, and tapping. The SVM classifier is

pplied to perform the user re-authentication whenever the user

nteracts with the mobile device via the touch screen. 

.1.3. Hand gesture 

Except the touch biometrics on the touch screen of the mo-

ile device (i.e., tapping behaviors and hand gestures), the user’s

D gestures in the air are also shown to exhibit the user’s unique

ehavioral characteristics. The 3D gesture-based user authentica-

ion schemes have also been proposed for the mobile device by

everaging the mobile device embedded sensors [90–93] . These

chemes allow the users to verify themselves by performing a

esture in the air while holding the mobile phone. The embed-
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ed motion sensors (e.g., accelerometer) or even the WiFi mod-

le can capture the user’s motions of performing the 3D gesture

nd facilitate deriving the related behavioral biometrics for au-

hentication. Liu et al. [90] propose the user authentication sys-

em uWave, which extracts the unique 3D hand gestures from the

ccelerator embedded on the mobile device. It authenticates the

ser using DTW to compare the accelerator data time series with

hat stored in the user profile. Later, Bailador et al. [91] exam-

ne the user verification performance leveraging the in-air gestures

ith three different techniques: Hidden Markov Model, Bayes clas-

ifiers and DTW. Each of the algorithms is tested by identifying

estures collected from 96 individuals. The DTW algorithm out-

erforms the other algorithms, which recognize the user by cal-

ulating the distance between a testing sample and the user’s pro-

le. AirAuth [92] authenticates users by capturing the unique ges-

ure biometrics from a short-range depth camera installed on mo-

ile devices. The proposed approach extracts the features including

he distances between the fingertips and the hand center and ver-

fies the user by calculating the DTW distance between the test

and gestures with that in the profile. Recently, WiID [93] pro-

oses a 3D gesture-based user identification system by leverag-

ng WiFi signals which provides a device-free manner for authen-

icating the users. The proposed system allows the user to input

he predefined gestures in the air and extracts the frequency do-

ain features from the WiFi signal based on its channel state in-

ormation (CSI). The SVDE classifier is then utilized to perform user

uthentication. 

.1.4. Voice 

The user’s voice sound reflects the user’s behavioral biometrics

f using the vocal cords and can be utilized for user authentica-

ion. Existing voice authentication systems mainly rely on extract-

ng the user’s unique voice features, such as the Mel-Frequency

epstral Coefficients (MFCCs) and wavelet-based features, for au-

hentication [141,142] . It can be either text-dependent (with re-

uired utterances from speakers) or text-independent (able to ac-

ept arbitrary utterances) [143] . Text-independent schemes are

ore flexible, which accepts unconstrained utterances from speak-

rs. The basic idea is to identify the unique vocal track shape

s biometrics from the long-term (e.g., 20 seconds) spectral fea-

ures [144] . To shorten the utterances required for user verifica-

ion, Reynolds et al. [143] exploit Gaussian mixture models (GMM)

o derive general speaker-dependent spectral shapes that are ef-

ective for modeling the speaker’s identity. However, such an ap-

roach still requires long utterances for both training and testing

o achieve good performance. The text-dependent speaker verifica-

ion approach [145,146] is more widely exploited for authentica-

ions in various voice recognition systems, since it provides higher

ecognition accuracy without requiring long utterances for verifi-

ation. The user only needs to speak a designate text (e.g., “Hey

iri” and “OK Google”). The same text is required to speak at both

he registration and the later authentication. The voice features

uch as MFCCs are extracted to describe the user’s voice-based

iometrics. 

.1.5. Gait 

Gait pattern-based authentication schemes aim at continuously

uthenticating users when the mobile device is carried by the user.

hiraga et al. [97] propose a gait-base authentication system that

xploits the wearable cameras to capture the user’s unique walking

attern. Particularly, the sequence of the rotations of the camera,

hich captures the gait information, can be derived from the video

rames of the wearable camera. Such gait information in time-

eries is then input to a DTW-based model to compare with the

ser profile to verify the user’s identity. Later, Ren et al. [147] pro-

ose a user verification scheme leveraging the unique gait pat-
erns derived from the acceleration readings in mobile devices.

pecifically, the proposed scheme first identifies every step cycle

nd search for one step cycle, which shows the maximum cor-

elation with the rest of step cycle data to describe the user’s

ait pattern. This is based on the fact that there is high corre-

ation between the user’s walking steps, which reflect the user’s

ontinuous behavioral characteristics. Moreover, the proposed sys-

em addresses the user’s different walking speeds and extracts

he physical gait traits that remain unchanged to describe the

ser’s gait pattern. Shen et al. [148] propose a quick authentica-

ion scheme to secure the mobile device if an adversary steals

he mobile and walk away. In particular, the proposed scheme ex-

loits the user’s walking patterns captured with the built-in ac-

elerator of the mobile device to verify the user who carries the

obile device. The step cycles are partitioned based on analyz-

ng the accelerator measurements and the DTW algorithm is uti-

ized to compare the testing walking data with the mobile de-

ice owner’s walking pattern. There are multiple accelerometer

ata traces of walking pattern stored in the profile and to re-

uce the time consumption, a profile sample is randomly chosen

rom the profile for comparing with the testing walking data for

uthentication. 

.1.6. Daily routine activity 

The user’s routine behaviors and daily activities can be mined

o uniquely identify the user. Lee et al. [149] propose a continu-

us user authentication approach that leverages the multiple sen-

ors embedded in mobile devices to capture the user’s unique be-

avior and the environmental characteristics. Particularly, the pro-

osed system continuously collects the data from the accelerom-

ter, orientation sensors, and the magnetometer embedded in the

martphone and utilizes an SVM model to learn the user’s behav-

oral and related environmental context for authentication. 

To extend the concept of user authentication to the device-free

anner, researchers propose to derive the unique behavioral char-

cteristics from their daily activities by leveraging the wireless sig-

als, which is transmitted between the mobile device and an ac-

ess point [99–102] . WiWho [99] studies the potential of utilizing

he WiFi signals for authentication and capture the unique impact

f an individual’s walking activity and body height/mass by ana-

yzing the WiFi signal variations. Particularly, the proposed scheme

xtracts the time and frequency domain features from the Chan-

el State Information (CSI) of the WiFi signals to identify the user

hen he is walking. Similarly, WiFiU [100,101] leverages the WiFi

ignals to capture the user’s unique gait patterns and derive the

pectrogram using the CSI data to profile and verify the user’s

ovement. Shi et al. [102] further divide the user’s daily activi-

ies into walking and stationary activities (e.g., working in front of

 desktop) and derive the human behavioral characteristics from

oth types of daily activities for authentication. In particular, the

ctivity features in both time domain and frequency domain are

xtracted from the CSI of WiFi signals and the deep learning is ap-

lied as the classifier to verify the user. 

.2. Comparison of authentication approaches 

The behavioral biometrics-based authentications contain less 

rivate information compared to that using physiological biomet-

ics. Thus, the user may feel less rejective to use these authentica-

ions. 

Moreover, the behavioral biometrics are free to collect on

he mobile devices by leveraging the widely deployed sensors

uch as the touch screen and the motion sensors. The behav-

oral biometrics-based authentication is also robust to the bru-

al force attacks and observation attacks, because it is difficult to
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forge one person’s behavior, which is more abstract. Few side-

channel attacks have been shown to successfully reveal the behav-

ioral biometrics yet. In addition, such authentication supports both

the one-time authentication and the continuous authentication,

which does not interrupt the user’s operation. Supporting contin-

uous authentication is unique for the behavioral biometrics-based

authentication, though it drains the battery of the mobile device

fast. 

However, the behavior-based biometrics collected on the mo-

bile device contains higher impreciseness in measurements, which

affect the performance of the authentication. As shown in Table 2 ,

nearly all the behavioral biometrics-based authentication systems,

except voice-based authentication, suffer from low false rejection

rate, which causes the legitimate user to be rejected by the sys-

tem easily. The reasons are three folds. First, the behavioral char-

acteristics of a user might change over time due to the age, weight

and habits, which is different from the permanent physiological

characteristics. Second, the embedded sensors on the mobile de-

vices have a low sampling rate and low fidelity, which result in

the imprecise sensor data. Third, the behavioral biometrics col-

lected by the mobile device sensors are subject to the environ-

mental noise, such as the ambient acoustic noise (for voice-based),

vibration noise (for motion-based) and the wireless interference

(for WiFi-based). Differently, the voice-based authentication shows

lower false rejection rate. And because of the convenience by sim-

ply speaking to verify, the voice-based authentication is very pop-

ular these years. 

5.3. Attacks 

To break a behavioral biometrics-based authentication system,

an adversary needs to input the correct dynamic behavioral pat-

tern, such as the 2D/3D hand gestures and gaits. The adversary

could randomly input the behavioral pattern based on his own be-

havioral characteristics (i.e., random attack or guessing attack) and

hope or opportunistic success. The skilled adversary could observe

and imitate the legitimate user’s behavioral characteristics if ob-

serving the user’s authentication input behavior (i.e., observation

attack). The behavior biometrics-based authentication studies in-

troduced in this section all evaluate the proposed system under the

random attack and the observation attack. These studies all show

that the random attack shows close to zero success rate while Im-

itation Attack shows very low success rate. This is because the

user’s behavioral characteristics are hard to be imitated. Moreover,

if involving more than one sensors (e.g., touch screen together with

accelerometer) to describe the behavioral biometrics, the multi-

ple dimensional sensor information could provide a higher secu-

rity level under the Observation Attack. This is because it is hard

for an adversary to copy the exact same behavior of the user in

every aspect, which is described by one of the different sensor

modalities. 

Compared to the authentication based on the 2D/3D hand ges-

tures, tapping behaviors, gaits and daily activities, there are many

studies focusing on investigating the threats to the voice-based au-

thentication. The open nature of the acoustic channel makes them

susceptible to the more advanced attacks, such as replay attack

and synthesis attacks, in addition to the random attack and ob-

servation attack. For example, an attacker could record a victim’s

voice and playback the recorded sound via a loudspeaker to the

speaker verification system [150] . Additionally, the adversary can

study the user’s daily speeches and impersonate or synthesize the

user’s sound to pass the voice-based authentication system [150–

152,152] . To defend against replay and synthesis attacks on mo-

bile devices, researchers propose to determine the liveness of the

sound source by exploiting the unique physical features shown by

the human speeches [94–96] . Chen et al. [94] utilize the mag-
etic field emitted from the electroacoustic transducer to deter-

ine whether the sound generated by a loudspeaker instead of

 human to defend against the replay attack. VoiceLive [95] and

oiceGesture [96] exploit the time-difference-of-arrival (TDoA) and

he Doppler shifts from the received sound and detect the dynamic

coustic characteristics that only occur in human sound to detect

he liveness. 

Recent years, many advanced attacks are developed to attack

he voice controller systems. Though these attacks have not been

pplied to voice-based authentication, their attacking mechanisms

how high potentials to attack in the near future. Hidden voice

ommands and dolphin attack could attack the voice-based au-

hentication even when the user is close to the mobile device

ithout causing the user’s notice. Hidden voice command attack

ims to generate a certain sound, which is not comprehensible

o humans but can be recognized by the voice controllable sys-

ems [153,154] . The basic idea is to generate a sound (perceived

y humans as noises) to imitate the acoustic features, based on

hich the voice controllable system recognizes sounds. Command-

ong further embedded a type of acoustic noise into music for the

ttack [155] . Dolphin attack modulates the recorded user’s voice to

he inaudible frequency and utilizes an ultrasound speaker to play

he attacking sounds [156] . Because of the microphone nonlinear-

ty, such attacking ultrasound could be heard and recognized by

he system. 

. Two/Multi-factor authentication 

.1. Traditional two/multi-factor authentication based on combining 

hysiological biometrics and knowledge-based secrets 

The security strength of user authentication can be greatly im-

roved if two or more factors are used to create a much bigger

hallenge for an attacker. A naive way is to simply add more au-

hentication metrics (i.e., knowledge-based factor and physiologi-

al biometric factor) to an authentication system. For example, a

ulti-factor authentication system can combine multiple physio-

ogical biometric traits at the sensor level, feature level, score level,

r decision level [5] . The various physiological biometrics can also

e combined with the knowledge-based factor to provide more se-

ure authentication. Safe et al. [121] propose an improved face au-

hentication method by leveraging a commodity gaze tracker to in-

ut a graphic secret. In this authentication process, the user needs

o show the face to the camera and gazes at a secret icon from

ome icons moving across the screen to input the correct graphical

ecret. Ometov et al. [157] propose a multi-factor authentication

pproach, which combines a user’s PIN with the user’s biometric

nformation, including voice, face, fingerprint, and vein. However,

uch naive multi-factor authentication approaches require multiple

ndependent inputs, which degrades their usability in practice. 

To improve the usability of the traditional multi-factor authen-

ication, researchers propose to collect different biometric traits si-

ultaneously or at one time [158–160] . McCool et al. [161] pro-

ose a bi-modal authentication approach that performs both the

ace and the voice recognition on the mobile device to verify the

ser. Kim et al. [158] propose an enhanced face-based authenti-

ation method, which uses a video camera and a microphone in a

obile device to capture a user’s face, teeth, and voice at the same

ime for authentication. This work demonstrates the effectiveness

f various fusing techniques (e.g., weighted-summation rule, K-NN,

isher and Gaussian classifiers) in combining the three biometrics.

imilarly, FIRME et al. [160] combine the face and iris characteris-

ics captured by the same camera in a smartphone for user authen-

ication. Later, Raja et al. [159] improve the multi-factor authenti-

ation by combining the physiological biometric characteristics of

 user’s face, periocular, and iris. 
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.2. Ownership-based two-factor authentication 

.2.1. Ownership factor-based authentication 

The emerging use of mobile devices creates a new authentica-

ion category based on ownership, which assumes that a user al-

ays carries a mobile device and identifies the user by What You

ave . The ownership factor usually refers to the mobile device car-

ied by the user, which can be identified by a hardware token

e.g., MAC address [162] , International Mobile Equipment Identity

IMEI) number [163,164] , and sensor fingerprints [165,166] ) or a

oftware token (e.g., certificate installed in the device [167,168] ).

or example, Bojinov et al. [166] find that imperfections of the

icrophone (i.e., amplitude and frequency distortions) and the ac-

elerometer (i.e., calibration errors at a resting position) in a mo-

ile device can be used as a unique fingerprint to identify the user.

ecently, pervasive wearable devices have shown their potential in

he ownership-based authentication, because the wearable devices

re usually more closely attached to users and seldom left unat-

ended [169] . In particular, the proposed authentication approach

uilds an acoustic channel between a mobile device and its associ-

ted smartwatch. Designated acoustic tones are used as tokens to

nlock the phone when the smartwatch is presented automatically.

.2.2. Combining knowledge-based secret with ownership 

The advantage of using ownership as an authentication metric

s that it verifies the user (i.e., the owner of a particular device)

ith minimum or no user input. Therefore, more and more ex-

sting user authentication methods adopt the ownership of users’

obile devices as a second factor to improve the security strength

f these methods without adding much inconvenience. For exam-

le, Sabzevar et al. [170] propose to use the hardware information

f a user’s mobile device as a second security factor to improve

he graphic-based authentication on a public/private terminal de-

ice (e.g., a desktop). The mobile device stores a cryptographic key

nd performs encryption-related calculations to present the own-

rship factor. During authentication, an image containing click ar-

as is displayed on the terminal device for the user to input the

raphical password. At the same time, a key image is sent and

ecrypted at the user’s mobile device to give the user some hint

f the click points and their order. Only the mobile device owner

an input the right graphical password while presenting the own-

rship factor. Aloul et al. propose a two-factor authentication for

nline banking or ATM by using the information of the user’s mo-

ile device as a security token in addition to an ordinary PIN [171] .

n particular, the mobile device’s ID information, IMEI number, In-

ernational Mobile Subscriber Identity (IMSI), authentication time,

nd the user’s name are combined with the user’s PIN to generate

 One Time Password using SHA-256. The One Time Password ver-

fies not only the user’s knowledge-based secret but also the user’s

evice to provide the enhanced security strength. 

Recently, SoundProof [172] presents a two-factor authentication

ethod for a web browser that identifies a user based on the lo-

in password and the co-location fact of the user’s smartphone.

n particular, the co-location information is verified by compar-

ng the ambient sound recorded by both the user’s smartphone

nd the computer that performs the authentication. Compared to

revious smartphone-based approaches (e.g., sending a verification

ode to a mobile device and asking the user to input the code

o the browser), this approach does not require additional opera-

ions, which is more convenient to the user. Cha et al. [173] pro-

ose to use the smartwatch as a second factor to secure the online

ransactions on the mobile device. Besides entering the PIN, the

wnership factor is verified as long as the registered NFC-enabled

mart-watch remains nearby and coupled with the mobile device.

ianchi et al. [174] discuss the trend of using a wearable device

e.g., a wristband, glasses and a ring) to store credentials as to-
ens to form the second factor for improving the security strength

f the traditional knowledge-based user authentication (i.e., text-

ased and graphic-based). Azimpourkivi et al. [175] further extend

he concept of ownership factor from mobile devices to trinkets,

hich can be any unique objects that belong to a user, such as

 clothing accessory, a book or a toy. The approach proposed in

his work requires the user to take a snapshot an agreed trinket

s the identity-related information for authentication, which com-

ines both the graphical password and the ownership of the trin-

et. 

.2.3. Combining biometrics with ownership 

Blue et al. [176] propose a two-factor authentication to secure

he existing voice assistant system by using the mobile device as

he ownership factor in addition to the voice biometrics. In par-

icular, the microphone of the user’s mobile device works together

ith the microphone of the voice assistant system to localize the

ource of a voice command using the Direction of Arrival (DOA),

hich verifies the co-location of the mobile device and the voice

ssistant system. While the voice assistant system verifies the

oice biometrics, Robust Audio Hashes (RSHs) are used to check

he similarity of the sound recorded by the two devices to fur-

her confirm the ownership factor. Feng et al. [177] propose a two-

actor authentication approach to secure the voice access to a mo-

ile device by using the ownership of a pair of smart glasses and

oice biometrics. Specifically, a user first registers his/her smart

lasses to the voice access system. The authentication system veri-

es the user’s voice commands based on the voice biometrics cap-

ured by its microphone and the facial vibration (i.e., caused by the

peech) that is captured by the accelerometer of the user’s smart

lasses. 

.3. Advanced two/multi-factor user authentication using infused 

uthentication metrics 

The traditional multi-factor authentication methods request a

ser to provide two or more different types of authentication met-

ics (e.g., PIN and iris) separately, which usually involves extra user

ffort s and cost s. Recently, the emerging sensing capabilities in

obile devices enable a number of user authentication methods

hat can collect a user’s multiple authentication metrics with one

tep and identify the user using the infused identity-related in-

ormation. Compared to the traditional multi-factor authentication

ethods, such user authentication methods using infused factors

re more convenient and user-friendly. Toward this end, a couple

f works have found that the infusion of certain knowledge-based

actor (i.e., password and signature), physiological biometric factor

nd the behavioral biometric factor is the most effective and more

ecure for user authentication on mobile devices. 

.3.1. Infusion of password and behavioral pattern 

Researchers [139,178] show that users have unique tapping be-

aviors when they enter their passwords on the touchscreen of a

obile device. Such tapping behaviors can be leveraged as a be-

avioral biometric factor integrating with the text-based passwords

o verify the identity of a user. In particular, Zheng et al. [139] find

hat while tapping on the smartphone touchscreen, the behavioral

atterns, such as the tapping rhythm, the strength, and the angle,

re unique for each user. Such tapping behavioral patterns can be

escribed by the accelerometer and gyroscope sensors embedded

n the smartphone and used for user authentication. More specific,

our types of features, including the accelerometer readings asso-

iated with key pressing and key releasing, the key-touch pres-

ure, the touch size, and the timing information related to holding

 key and moving between two keys, are extracted together with

he touching events related to entering the passwords. A one-class



16 C. Wang, Y. Wang and Y. Chen et al. / Computer Networks 170 (2020) 107118 

Fig. 4. Illustration of extracting the signature geometric shape and the signing be- 

havioral biometrics from handwriting. (The signature shape is represented by the 

X and Y coordinates of each touch point and the signing behavioral biometrics are 

described by the speed and touch pressure at each touch point of the signature. If 

the user signs with multiple fingers, the signing behavior biometrics also include 

the distance patterns between fingers and the correlation between two fingers). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 5. Integrating the user’s physiological and behavioral biometrics (e.g., pressure, 

contacting area, finger bone structure and input speed) with one of the three forms 

of knowledge-based factor (i.e., PIN number, lock pattern, gesture). 
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learning technique is applied to train the user profile and iden-

tify the legitimate user. Similarly, Giuffrida et al. [178] integrate

a user’s passwords with the user’s tapping behaviors captured by

both accelerometer and the gyroscope sensors for user authenti-

cation. The authors demonstrate that the statistical features from

two sensors corresponding to each typed word (e.g., mean, stan-

dard deviation and root mean square) and standard machine learn-

ing models (e.g., one-class Support Vector Machine, Naive Bayes,

k-nearest neighbors (kNN)) can efficiently identify a user. 

Luca et al. [179] combine the unlock pattern-based authentica-

tion with the behavioral biometrics to identify a user. The authen-

tication system not only checks the correctness of the entered un-

lock pattern but also checks how the user enters the unlock pat-

terns on a touchscreen. In particular, a series of touchscreen data

(i.e., pressure, coordinate, touch size, and timing information) is

obtained when the user swipes on the touchscreen to enter the

unlock pattern. The Dynamic Time Warping technique is used to

verify the user’s behavioral biometric information based on the

temporal and spatial patterns of finger swipes. 

6.3.2. Infusion of signature and physiology pattern 

The handwritten signature has the legal effect and has been

used in practice for a long time because of its uniqueness rooted in

a user’s writing habit. Inspired by handwritten signatures, mobile

devices allow users to use their finger-written signatures for user

authentication on mobile devices. Researchers find that the touch-

screens on mobile devices can naturally capture users’ unique sign-

ing behaviors, such as signing pressure and speed, which can be

utilized as an additional factor to enhance the security strength of

the existing signature-based authentication. For example, Sae-Bae

et al. [54] analyze the histograms of a user’s signature attributes

captured by a touchscreen (i.e., e x-y trajectories, speed, angles,

pressure, and their derivatives). The authors propose to use the

features derived from the histograms to describe the user’s unique

signing behavior, which verifies the identity of the user in addi-

tion to the user’s signature. However, an experienced attacker can

still mimic a user’s signature and attack the system, given enough

practice. 

Ren et al. [180] find that certain physiological characteristics,

such as hand geometry, are unique for each user. They develop

a critical segment-based online signature verification system (E-

signature) that captures intrinsic user signing behaviors by iden-

tifying the segments remaining invariant within a user’s signa-

tures. As illustrated in Fig. 4 , the E-signature system supports both

single-finger and multi-finger signatures. When a user uses a sin-

gle finger to provide the signature for authentication, the signa-
ure and the user’s signing behavior are used as two authentication

etrics to verify the user’s identity. When the user writes the sig-

ature using multiple fingers, the system infuses the unique phys-

ological characteristics (i.e., the distance between every two fin-

ers determined by the user’s hand geometry) with the other two

uthentication metrics to perform the user authentication. In this

ay, even if an attacker can learn how to mimic the user’s signa-

ure, it is still hard for the attacker to imitate the user’s hand ge-

metry, which significantly enhances the security strength of the

ser authentication method with little extra effort s added to the

ser. 

Liu et al. [181] design a system, VibWrite, which extends the

uthentication process beyond the touch screens of mobile devices

o a customized solid surface (e.g., a table) leveraging vibration sig-

als. As shown in Fig. 5 , VibWrite builds upon the touch sensing

echnique and can be implemented using a single pair of low-cost

ibration motor and receiver attached to the surface. When a vi-

ration motor actively excites a surface resulting in the alteration

f the shockwave propagation, the finger touch on the surface can

e sensed to verify the user based on analyzing the vibrations re-

eived by the sensor. In particular, unique features are embedded

n a user’s finger pressing/touching at different locations on a solid

urface. Such unique features derived from the received vibration

ignals infuse the knowledge-based factor (i.e., PIN, unlock pat-

ern, and free handwriting), the behavioral characteristics of the

ser’s finger touching (e.g., touching force, contacting area, and

nger moving speed), and the physiological characteristics (finger

one structure). Moreover, the different hard surface affects the

eature values, which means the user could present the owner-

hip of a customized hard surface to enhance the security strength.

his approach integrates all three authentication metrics, which

reatly increases the challenge of an attacker to pass the authen-

ication. Additionally, by including all three authentication metrics

nly within the input process of the knowledge-based secret, the

roposed system has good usability. 

.4. Threats and usability of multi-factor authentication 

Compared to the single-factor authentication, the two/multi-

actor authentication is always more secure since attackers need to

ake more efforts in obtaining different authentication metrics to

ake a successful attack. However, the traditional two/multi-factor

uthentication merely cascades different authentication metrics to

ncrease the attackers’ effort, which does not cover the vulnera-

ility of each other. In addition, the additional security strength
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t  
f the two/multi-factor authentication comes with users’ extra ef-

ort, which impacts the usability of the authentication. For exam-

le, Trewin et al. examine the demands of the authentication on

ser time, effort, error and task disruption, when the authentica-

ion is based on different biometrics (e.g., face, voice and gesture)

r password. The study shows that the authentication by requiring

 user to provide multiple types of authentication metrics not only

reates a burden to attackers but also bothers users a lot for the

uthentication input. Moreover, the failure rates arise for a portion

f users, which may be resulted from the high requirement to in-

ut all the authentication metrics perfectly. 

The ownership-based two-factor authentication does not re-

uire much user effort since it can automatically verify the owner-

hip of a user’s personal item (e.g., a smartphone and smartwatch)

s a second authentication metric. However, the user’s personal

tem is not always available as assumed, and it is also vulnerable

o the loss and theft. Moreover, the ownership-factor can be easily

orged to cheat the authentication system. For example, an adver-

ary could change the MAC address of his own mobile device to

hat of the legitimate user’s device to present the ownership fac-

or [182,183] . Shrestha et al. [184] find that the ownership factor

ased on detecting the co-existence of the mobile device via the

mbient sound is vulnerable to acoustic attacks. An adversary can

eliberately trigger the user’s mobile device to generate a known

ound (e.g., a ringtone) and at the same time play the same sound

t the target terminal device (e.g., desktop) to cheat the authenti-

ation system (e.g., SoundProof [172] )that the two devices are co-

ocated by sharing the same ambient sound. 

. The future trends 

We envision that one future research direction of user authen-

ication on mobile devices is to develop new authentication ap-

roaches based on the integrated multi-dimensional authentica-

ion metrics (i.e., knowledge, biometrics, and ownership) collected

y the embedded sensors in mobile devices. More specifically,

he integrated authentication metrics should be obtained at the

ame time instead of separately by a user, which provides mul-

iple dimensional correlations that are hard to forge and signif-

cantly improves the security strength of the authentication ap-

roach. As shown in the existing work [180,181] , the integration of

nowledge-based and biometrics-based factors contains the unique

dentity information of a user, which is an integration of different

ser characteristics in two distinct physical domains. Such integra-

ion of the information is hard for an attacker to forge even if the

ttacker observes the user’s inputs. In addition, by collecting multi-

le authentication metrics at the one-time input, user authentica-

ion significantly reduces the user’s effort in the whole authentica-

ion process, which makes the multi-factor user authentication vi-

ble in practice. Along this direction, how to integrate the various

hysiological biometrics and behavioral biometrics (e.g., face, fin-

erprint, hand geometry) with the knowledge-based secrets, how

o integrate the ownership-based factor with the other factors, and

ow to cope with the trade-off between the usability and the se-

urity when designing user authentication approaches for different

pplication scenarios remain open. 

Besides integrating the multiple authentication metrics, re-

earchers would also focus on improving the security strength

nd usability of the single authentication metric. New knowledge-

ased secrets might be created and new biometric information

ight be found, which could contribute to new single-factor and

ultiple-factor authentications. In particular, the leakage issue of

he knowledge-based secrets needs to be addressed to prevent an

dversary from revealing the secret through various attacks (e.g.,

houlder surfing and side-channel attacks). Regarding the widely

sed PIN, password and lock pattern, changing the software key-
ad each time with a different layout might defend against the

ide-channel attacks, but the authentication time is greatly in-

reased because the user has to find every target key on the ran-

omly generated keypad to input the secret. Thus, further research

s still needed to cope with both the security strength and the us-

bility of using these secrets. As for the recognition-based graph-

cal password, researches are needed to greatly enlarge the pass-

ord space and reduce the recognition time to facilitate the de-

loyment of such authentication methods. Regarding the physio-

ogical biometrics-based authentication, researches would continue 

o work on utilizing the low-cost embedded sensors on the mo-

ile device to capture the user’s physiological biometrics to im-

rove the usability. Differently, for the behavioral biometrics, stud-

es would focus on extracting the user’s more stable behavioral

atterns, which do not change a lot over the time and could toler-

te the low-fidelity sensor readings to improve the authentication

erformance. 

Another future research direction could be developing effec-

ive methods to prevent an attacker from obtaining a user’s au-

henticate input data and reusing it later to attack the authentica-

ion system. Such replay attack is particularly critical for the user

uthentication in voice assistant systems and Internet of Things,

here the attacker could record and replay the user’s voice sound

o spoof the systems. One possible solution could be to differen-

iate the user’s authentication input (e.g., voice sound) from the

eplayed sensor data (e.g., attacking sounds) by examining the

iveness of the input source (e.g., human speaker or machine)

s shown in existing approaches [94,96] . But such defending ap-

roaches require the user to speak to the voice assistant device

ith close distance (e.g., 20 cm) to facilitate liveliness detection,

hich decreases the usability (e.g., the convenience) of the voice-

ased authentication. Moreover, how to detect the liveness of the

nput source related to other types of sensor data such as the

ccelerometer readings is still an open area. Another solution is

o make the authentication metrics non-reusable, for example, by

dding a token that expires after a short period to encode each

uthentication input. But how to encode the multiple dimensional

uthentication inputs by the dynamically generated security token

nd implement such authentications with the limited hardware re-

ources on mobile devices are still left not explored. The third so-

ution is to prevent the leakage of the authentication input data,

ncluding the direct leakage from the data transmission or the sen-

or data access and the side-channel attacks. The leakage of related

ensitive information during the authentication process is still far

rom being fully understood. 

. Concluding remarks 

User authentication on mobile device is a critical technology

hat prevents the unpermitted access to a mobile device or a mo-

ile application to protect the users’ sensitive information. This pa-

er presents a comprehensive survey of the user authentication

pproaches on mobile devices. According to the basic authentica-

ion metrics (i.e., knowledge, biometrics and ownership) utilized in

he existing authentication approaches to determine a user’s iden-

ity, we divide the user authentication techniques on mobile de-

ices into four categories, namely the knowledge-based, the physi-

logical biometrics-based, the behavioral biometrics-based and the

wo/multi-factor based authentication. We review and discuss a

road range of work in each category to provide a thorough un-

erstanding of the development history and state-of-the-art mo-

ile user authentication technologies, including the involved sens-

ng technologies, the different strategies to apply a single or multi-

le authentication metrics and their security strength and usability.

As we have reviewed, the knowledge-based authentication (i.e.,

ext-based or graphics-based) inherits a large user base from a
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long history and possess the relative higher usability. Although it

has an extensive deployment, the authentication based on users’

knowledge is vulnerable to various attacking technologies (e.g.,

shoulder-surfing and side-channel attacks), which steal or derive

users knowledge-based secrets. The physiological biometrics-based

authentication and the behavioral biometrics-based authentication

have the relatively higher security strength but lower usability,

which negatively affects its deployment. In particular, the phys-

iological biometrics-based approaches usually require specialized

hardware (e.g., fingerprint and iris scanner). Moreover, physiolog-

ical biometrics are nonrenewable information, which would per-

manently lose security efficacy, once leaked. The behavioral bio-

metrics change over time and suffer from the low-fidelity sensor

readings, which may decrease the authentication performance. The

two/multi-factor authentication aims at providing the most secure

access control by leveraging more than one authentication metrics.

However, combining different authentication metrics naively pro-

vides limited security strength enhancement, and the usability is

significantly degraded if the user is required to provide multiple

authentication metrics separately. The latest two/multi-factor au-

thentication approaches have shown that it is possible to leverage

the integrated authentication metrics (e.g., the biometric factor in-

tercorrelated with the knowledge-based factor) input by the user

at one time to provide more secure and convenient user authenti-

cation. 

We envision that the future trend of the research on user

authentication on mobile devices will focus on developing new

authentication approaches based on integrating the multiple au-

thentication metrics (i.e., knowledge, biometrics, and ownership).

Moreover the collection of the multi-dimensional identity informa-

tion should be able to completed using the readily available sen-

sors on mobile devices. Furthermore, preventing the sensor data

from leakage or being reused are also future research directions

that could significantly improve the security strength and usability

of user authentication on mobile devices. 
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